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1. OBIIHUE IOJIOKEHMS IO YIIPABJIEHHIO HMH®OPMALMOHHOM
BE3OITACHOCTBIO

1.1. Tepmumubi, oTIpefeeHHs H COKpPaLUeHHS

Tepmun Onpenenenne
AKTHB [IpousBoneHEWH OOBEKT, TpPEAMET HIH CYINHOCT, KOTOpBIE HMEIOT
[OTEHLHAATBHYIO HtH (aKTHUECKYIO eHHOCTh s ObiecTsa
HMudopmanmoHHBIH PasHOBMOHOCTH AaKTHBa, NpeacTaBisromas cobodt  mHOpMaruEo
pecype Ha MaTepHaJIbHOM HOCHTENE
AIQMHHHCTpATOp Paboramk OO6miecTsa, HaeJeHHBIM IIpaBaMH aJMHHHCTPHPOBAHHSA

HEGDOPMALMOHHBIX AKTHBOB, B 00A3aHHOCTH KOTOPOTO BXOASAT MOJIEPKKa
HeOOXOMAMBIX  3alMHTHBIX Mep H  olecmedyeHHe  HCMONB30BaHHA
HH(OPMAIHOHHOTO pecypca B COOTBETCTBHH C TpeOOBaHHAMM BIAJIC/IBIICB
3THX PECYPCOB

Busuec-nporece (BIT)

CucrteMa  NOCJENOBATENHLHOM,  IENICHANpaB/ieHHOH  JEATENBHOCTH,
HeoGX0IUMOi 1A ocylecTBIeHus GusHec-moTpebrocTeii ObecTsa

Bnanenen
HH(POPMALHOHHOTO
pecypca (aKTuBa)

PaGotauk OOmecTsa, HANCNCHHBIA MOJHOMOYMSMH H OTBEYAIOLIHiA
3a yTBEPIKAEHHE NpaB JOCTYNa K aKTHBY B COOTBETCTBHH C NPHHIHIIOM
NpOM3BOACTBEHHOM HE0OX0JUMOCTH

Bpemnonocuoe [10

KommeioTepHass mporpaMma nu60 HHas KOMIBIOTepHas HHGopMauus,
3aBeIOMO TIpe{HA3HAYEHHbIC I HECAHKIMOHHPOBAHHOIO YHHYTOXCHHUS,
6IOKMpOBAHUSA, MOTH(PUKALAH, KOMUPOBAHUS KOMIBIOTEPHOH HHbOpMaIliH
WY HeH TPAIH3AIMH CPEJICTB 3allHThl KOMIIBIOTEPHOH HH(pOopMany

6ezonacHocts (MB)

HemunutapuzopanHas CerMeHT BBIUYHCIUTENLHOM CeTH, SBHO BBLUGECJECHHBIR IS pasMeLleHHS

3oHa (IM3) CEpPBHCOB, OTBEYAIOMIUX Ha 3aIpochl U3 cetu MHTEpHET, U OrpaHHYeHHbIH
B IOCTYIIE K OCHOBHBIM CETMEHTaM CETH C TIOMOLIBIO MEKCETEBOro IKpana

HocTynHocTh ColicTB0O MH(OpPMamuH, KOTOPOE XapaKTepu3yeTcs obecrneYeHHeM

uHpopManuH GecrnpensTCTBEHHOTO M CBOEBPEMEHHOTO JOCTyna K HeH CyOBexTos,
HMEIOIUIUX Ha 5TO MONHOMOYHS.

HudopmanuonHasn CocTosHHE 3alIMINEHHOCTH wHHTepecoB (renedi) OO6mecrsa oT yrpos

B MH(OpMaHMOHHOH cdepe, a Takxke coxpaHeHHe KOHQHACHUMATLHOCTH,
IIEIOCTHOCTH M JOCTYITHOCTH MH(QOpMaLHH

HndopmManuoHHbie
texuonoruu (UT)

[Mpouecce, MeToms!  momcka, cbopa, XxpaHeHms, 00paboTKH,
NpelOCTABNEHHA,  PACOPOCTpaHEHWs  HWHGOpPMamMU U CIOCOGH
OCYLIECTBJICHHA TAKHX IPOLIECCOB H METOJIOB

HHuuaeHT
nHbOpMALIHORHON
6e30MacHOCTH

OHO WIM HECKOJNBKO HEXeNaTelbHBIX COOBITHH HH(OPMALHOHHON
6e30IacHOCTH, C KOTOPSIMHM CBfi3aHa BEPOSTHOCTh HaHeceHHsA ymepba
JIOCTYNHOCTH, LEJIOCTHOCTH WIM KOH(QHISHIMAIBHOCTH HHbOpMalHH,
XpaHuMOi H o06pabaTbiBaeMOll B JTOKQIGHOW BBMHCIHTENbHOH CETH
O61uecTsa

WUT-undpacrpykrypa

CoOBOKYIHOCTS MH(MOPMAIHOHHBIX TEXHOJIOIHH M TEXHHYECKHX CPEACTB,
obecneynBaOMuUX XpaHeHue, 06paboTKy 1 nepexayy uadopmanuu

Kommepueckas Taiina

PexuM  KoHOHACHIHATBHOCTH  HMHQOpMAILMM,  MO3BONMIOWIMI  €¢
obnamaTeMio Npd CYIIECTBYIOMHMX HWJIH BO3MOXHEBIX oOcTOATENBCTBAX
YBEIMYHTh LOXOABIL, H30€KaTh HEOMpPABJAAHHBIX pPAcXolOB, COXpPaHUThH
MOJIOKEHHE Ha pBIHKE TOBAapoB, paboT, YCIYr MWIM INOJYYHTH HHYIO
KOMMEPYECKYIO BBITOAY

Kontparest

IOpunuueckoe unu  usuveckoe numo, ucmonesyromee  UT-
uadpacrpykrypy AO «OPMET» npu HCIOMTHEHHH PaKAaHCKO-IIPaBOBOrO
gorosopa (MOAPAAYHK, MOCTaBIIUK, MapTHEP, KOHCYJIBTAHT, CTAXKEP,
NPAKTHKAHT H T. A.)




KonduaeHuuampsHOCTh CroiicTBO HMH()OpMAIHH, KOTOPOE XapaKTepH3yeTCA COXPaHEHHEM e€e
uHpOopManuH B Tai{HE OT Cy0BEKTOB, He HMEIONIMX IPaB HA JOCTYTI K HeH

JlokansHas Yacte UT-undpactpykrypsl OOmecTsa, HCOONB3yeMas Uis MEpeAatiu
BBIYHCIIUTENbHAS CETh uHGOpMAL UM

(JIBC)

MexceTeBoil 3KpaH,
Firewall

[lporpaMMHBIA ~ HIH  MPOrPaMMHO-ANNapaTHBId  3JIEMEHT JIBC,
OCYIIECTBIIAIOMMI KOHTPOJIbP H (QUIBTPALHMIO MPOXOJAIIEro YEpe3 HEro
cereBoro Tpaduka B COOTBETCTBHH C 3a/laHHBIMH IpaBHIaMH

Hapymurens Cy6BeKT, peanu3syIoluil yrpo3sl HHYOPMANUOHHOM 6€30N1aCHOCTH

HCI HecauK1uoHUPOBaHHBIH JOCTYIT

HOII HexsanudumupoBaHHas 3JIEKTPOHHAS MOAIHChH

ObuiecTBO AO «OPMET»

Onepanuonnan cucrema | Komureke B3aMMOCBS3aHHBIX MpOrpamMm, npeqHa3HaYeHHBIX

(00)

IUTSt YIIpaBJIeHHA PECYPCaM¥ KOMIIBIOTEpa H OPraHM3allii B3aHMONCHCTBHS
C [T0JIE30BATEJIEM

ITapone CpencTBO MPOBEPKH JIHYHOCTH MOJIB30BaTENs ML JOCTYNa K pecypcam
JIBC, obecneunBaromiee HASHTHPUKALMIO U ayTEHTHOHUKALMIO HA OCHOBE
CBEJEHHMN, H3BECTHBIX TONBKO IOJb30BATENIO

ITporpamMmmHoOe [TporpaMMa WM MHOXKECTBO IpOrpamMM, HCHO/B3YEMBIX [JIA YIpaBIeHHS

obecnevenne (I10) 3BM

[Monutuka [NonmutHxka uH(pOpMaLHOHHOH Ge30nacHOCTH, yTBepIKAeHHAs
Pykoeogurenem AO «OPMET»

I[Nonk30BaTeins JIuno, rpynma JHI WM OpraHu3alys, HCIONb3yIomHe HHGOPMALHOHHbIE
axTiBbI OOIIECTBA B L€/IX pElICHHS 3a]a4, OTHECEHHBIX K UX KOMICTEHIHH

1211 I[IpocTas 31eKTpOHHAs [OANHCH

PernmameHT PernameHT ucronb3oBanus uHdopmamuonHsx pecypcoB AO «OPMET»

(MaHHBIHA TOKYMEHT)

Puck ungopmanuonsoii | Coberrue HH(pOpPMALHOHHOMH 6e3omacHOCTH, uMeoIee nBe

Oe3omacHoCTH XapaKTEePHCTHKH: BEPOSTHOCTB HACTYTINEHHUS COBBITHS | yepl BeaeACTBHEe
HACTYIUIEHHA 3TOr0 COOBITHA

C3H CpezcTBa 3alMTEl HHPOpPMAIHK

CK3H1 Cpezncrsa kpuntorpadugeckoil 3amuThl HHOPMALHH

Vrposa ®axTop WK COBOKYIIHOCT (PaKTOPOB, CO3AOIIMX ONACHOCTH HAapYIICHHA

HHPOPMALMOHHOMH LIeJIOCTHOCTH, OCTYIHOCTH ¥ (M/TH) KOHOHICHIHATBHOCTH HHOpMaluH

Oe3onmacHOCTH

YUb VYnpasnenue wurbOpMannoHHOH 06€30NAaCHOCTH  KOMIIAHHH-TIAPTHEPA,
oxaspiBatomei OOIEecTBY Ha OCHOBAaHHMM JOroBOpa KOHCYJIbTAaHOHHBIC
yciyry B 061acTH WHQOPMAIMOHHOH 6€30MacHOCTH

YUT CooTBETCTBYIOIIHE TOMApPa3ie/leHNs KOMIAHUU-TIapTHEpa, OKa3bIBAIOIICH
O6uIecTBY Ha OCHOBAHHH [JOTOBOpA YCIYrH B 061acTH HHQOPMALHOHHBIX
TEXHOJIOrHH

Y S3BUMOCTB Crnaboe Mecro B HH()OPMAIHOHHONH CHCTEME, KOTOPOE MOXXET IPHBECTH
K HADYHIEHHIO [EJOCTHOCTH, HOCTYMHOCTH HIM KOH(HICHIHATLHOCTH
uHGOpMAIHH

L{enoctHocTh CpolicTBO MHpOpMaALKMH, KOTOPOE XapakTepusyercss obecledyeHHeM ee

HH(opMaLHH JOCTOBEPHOCTH H NOJIHOTHI

Security information and
event management
(SIEM)

Knacc nporpaMMHBIX IIPOAYKTOB, IPEAHA3HAYEHHEIX /1A c60pa H aHaIn3a
urdopManyK 0 COOBITHAX HE30MacHOCTH




RAID W30BITOYHEI MACCHB HE3aBUCHMEIX (CAMOCTOSTENBHBIX) MHCKOB —
TEXHOJNOTHS BHPTY&IM3alMH IAHHBIX MUl OOBEAMHEHHA HECKOJIBKHX
(DU3MYECKHX JAMCKOBBIX YCTPOMCTB B JIOTHYECKHH MOJY/Ib AJI MOBBILICHHS
OTKa30yCTOWYMBOCTH H/WIH IIPOU3BOAUTENIBHOCTH

RAT VTUIMTEL yAATEHHOTO yTpaBieHus (aIMHHHCTPHPOBAHHS)

VLAN (BupryansHas TexXHOMOrus, T03BOJIAIONAs IIPOH3BECTH IPYNITHPOBKY HECKOIBKUX CHCTEM
JIOKaJIbHadA B BBIENCHHYIO ceTh 6e3 (HU3HYECKOro OTAENCHHs ITUX CHCTEM OT OOmieH
KOMITBFOTEpHAA CETh) CeTH

VPN (BupTyansHas TeppuTOpHA/BHO paclpejeleHHas KOopIopaTHBHad JIOTHYECKas CeTb,
YacTHasl CeTh) co3jaBaeMas Ha 0Oaze YKE CYyHECTBYOIIMX ceTel  (JIOKIBHBIX

KOPIOPaTHBHBIX CETEBBIX CTPYKTYpP, CeTeil CBA3H OOLIEro MOJIb30BaHHA,
cetu MHTepuer, ceTeli CBA3M ONEpaTopoB CBf3H), HMeIoIas CXONHBIH
C OCHOBHOH ceTpi0 Habop yciayr ¥ OTIHYAIOIAsCs BHEICOKHM YPOBHEM
3alUMTHI JAaHHBIX ,

1.2. Hazuayenue u o6aacts AciicTeusa PernaMeHTa
1.2.1. llens Permamenta

Ilensio Permamenta smisiercs: ucnojHeHue nonoxenuit [lonmutuku  MHPOPMANHOHHOM
Ge30MacHOCTH B YaCTH perynupoBanus ucrnonssosanus U T-urdpactpykrypst ObLiecTBa KOHTPareHTaMH.

Pernament paspaGoran ¢ ydeTom TpeGoBaHuil 3aKOHONATENBCTBA, MEXIYHAPONHEBIX
¥ HAUMOHABHBIX CTAHAPTOB, a TAKXKE JIy4IIMX [IPAKTHK B 061acTH HHGOPMAHOHHON GE30aCHOCTH.

TpeGopanus naHHOro PernamenTa MOTYT GBITH YCHJIEHBI WM OC/IA0JIEHB! B KKIAOM KOHKPETHOM
ClIyuae Ha OCHOBE pe3yNbTaToB OLeHKH puckoB Wb pabotaukamu YUB.

1.2.2. Q6macte gedicTeua Pernamenra

Hacrosmmii PermameHT npHMmensercs Ha ypoHe OOmectsa M INpu  B3aUMOJCHCTBUM
¢ KOHTpareHTamH, uenons3yiomumu UT-urdpactpykrypy Ob6mectsa.

TpeGopanus PernamenTa sBIsiOTCS 0053aTEIbHBIME [UIS HCIIONHEHHS KOHTpareHTaMH B [ICPHOX
ucrons3osanust M T-uudpactpykTypst O6mectBa. COOTBETCTBYIOIIME MOJOKEHHUS JOJDKHBI OBITH
BKJIIOYEHBI B 0043aTeIbCTBa KOHTPAreHTa 110 I0TOBOPY (TIPHIIOXKEHHE).

TpeGopanus JaHHOTO PeriaMenTa IPHMEHSIOTCA KO BCEM TEXHONOTHAM, KOMIIBIOTEPHOH TEXHHKE,
CceTsM, MPHMIOMKEHHAM, aBTOMATH3MPOBAHHBIM H OMNEpauHOHHBIM cHcTemam OOumiectsa, K mpoiteccam
aIMHHHCTPHPOBAHHMA, COMPOBOXK/IEHHUS H UCIIOB30BaHNA HHPOPMAIKOHHBIX CHCTEM Obmiecrsa.

Ucnons3oBanre uHpOpManuoHHBIX axkTHBoB OO6mecTBa, BHE 3aBHCHMOCTH OT  LIENH,
ABTOMATHYECKH HAKIa[ABIBAET OTBETCTBEHHOCTH MO COOMOAeHHIO TpeOOBaHHM, TNpexyCMOTPEHHBIX
JaHHbpM PernamMeHTOM.

1.3. CooTBeTcTBHE 3aKOHOAATEILCTBY

1.3.1. JleqTeNsHOCTh KOHTpareHTa mno obecneueHHio WHGOPMAUMOHHOK 6€30MacHOCTH JO/DKHA
COOTBETCTBOBaATH TpeboBaHusIM NeliCTBYIOLIEro 3aKOHOAATENECTRA.

1.3.2. KOHTpareHT AOJDKEH HMETH COOTBETCTBYIOIINE THIEH3MH HA BUMBI [EATENLHOCTH 10 06paboTke
¥ 3amuTe MHGOpMAIMH, ONpe/eeHHble NEeHCTBYIOIMMM 3aKOHOAATE/CTBOM KaK IMONeKarHe
JTMIEH3HPOBAHHIO.

1.3.3. Mcrmons30BaHHE KOHTPAreHTOM 0OBEKTOB aBTOPCKOr'O MpaBa M HHTELIEKTyalbHOH COGCTBEHHOCTH
JIONMYCKAETCsl TONBKO [PH HAMMYMH HCKJIIOYHTENBHBIX IPaB WM Ha OCHOBaHHHM M B paMKax
JINIIEH3HOHHBIX COTJIAaLIeHUH C MX PaBo0GIafaTeIIMH.

1.3.4. OBGpaGoTka IEPCOHATBHBIX AAHHBIX MOJDKHA OCYLICCTBIIATBCA KOHTPAarcHTOM B COOTBETCTBMH
¢ Tpe6oBaHMAMH ACHCTBYIOMIETO 3aKOHOAATENBCTBA M 3aK/IIOYEHHOIO I0roBopa.



1.3.5. MHpopMalMOHHBIE CHCTEMbI KOHTpareHTa MOJDKHBI PEryJIAPHO IIPOBEPATECA HA MPEAMET

2.

2.1.

2.2.

2.3.

cooTBeTCTBHs TpeboBarusM O6imecTea B 06:1acTH HHGOPMAIMOHHON 6€30MacHOCTH.

POJIA 1 OTBETCTBEHHOCTD 3A OBECHIEYEHUE HH®OPMALIMOHHON
BE3OITACHOCTH

IlpexcraBuTeNd KOHTPAreHTOB

KoHTpareHTE! B paMKax McnoyHenns Tpebosanuii PernaMenta HeCYT OTBETCTBEHHOCTD 3a:
03HAKOMJICHHME ITOYMHEHHBIX PabOTHHKOB, HCMONHATENeH ¢ TpeboBaHuAMH PernaMenTa;
BEINONIHEeHKe TpeboBanuil Pernamenra;

KOHTPOJIb BBIIOIHEHNS OJYHHEHABIME pabOTHHKAMH, HCIIONHHUTEIAMH TpeGoBaHuit PernamenTa,
cozeiicreue mpencrasuTenam O6uIecTBa B CIY)KeOHBIX paccieOBaHuAX [0 (aKkTam HapyICHHS:
tpeGoBanuii Ub;

CBOEBpEMEHHOE  MOpefiocTaBlieHHe  TpeOyeMbIX  JOKYMEHTOB M HHOH “HpOpMAIIHK
YIIOJHOMOYEHHbBIM TipesicTaBuTe M OOmecTsa.

Yupagienue nHGopManuoHHOH 6300aCHOCTH

Paborauxu YUB B pamkax ucnonHenus Tpebopanuii PernaMeHTa HeCYT OTBETCTBEHHOCTD 3a:
cornacoBaHMe OCTyNa npejcTasutensam koutparenToB k MT-undpactpyxrype O6mectsa;
pa3paboTKy Mep, HOPMATHBHBIX JIOKYMEHTOB H TEXHHYECKHX PEIICHHH, HaIpaBIeHHBIX
Ha MuHUMU3anHEo puckos UB;

naeHTHGAKANKIO ¥ aHamu3 yrpo3 UB, ucrounnkoB yrpo3 UbB, yaspumocteld MHPOPMALHOHHBIX
pecypcoB, puckoB peanusanuu yrpos Ub;

MOHHMTOPHHT XYpHaI0B HHYOPMAUMOHHOK Oe30M1aCHOCTH (XKYPHAIIOB CETEBBIX coOBITHH, meHCTBHH
Monb30BaTeNed W aIMHHUCTPATOPOB HHOOPMALHOHHBIX CHCTEM, JKyPHAIOB aHTHBHPYCHBIX
npunoxennii), SIEM-cucreM u T. 1.;

BHIABJICHHE, OPraHH3aMIO PACCIC0BAHNS U THKBHIALKIO HHIMAeaToB UB;

KOHTPOJIb HCHOJHEHHS MNPEICTABUTENSIMH KOHTpAareHToB TpeGoBanmii Pernamenta u HHBIX
HOPMATHBHEIX OKyMeHTOB ObmecTsa B 061actu Ub;

COTJIacOBaHHME MCKITFOYeHHH U3 o6nactu Aedicteus [TomuTuKH HHGOPMAalHOHHON 0€3011aCHOCTH;
OCyIueCTBIEHME KOMMYHHKAITHH C KoHTparenTamu 1o Bonpocam Kb ot umenu Obmectsa.

Vaopaepneuune HHGOPMAUHOHHBLIX TEXHOJIOTHIH

Pa6otaunku YHUT B pamkax ucnonHenus tpebopanuit PernameHnTa HECYT OTBETCTBEHHOCTD 34!
npenocTasaenue Koutparentam noctyna k MT-undpacrpykrype Obmectsa mocne MOLy<4CHHS
cornacosanus YHUB;

xondurypauunto UT-axrusos O6mecTsa B COOTBETCTBHH ¢ TpeboBanusmu HUb;

peanmusanuio TpeGosanuii mHdopmammonHoi Oesomacwoct B HT-mpoexrax no pasBHTHIO
HHpOpMAMOHHON HHPPACTPYKTYPHI, @ TakKe M0 pa3paboTke M BHEAPEHHIO HHOOPMALMOHHBIX
CHCTEM;

peanu3auio KOppeKTHPYIOIIHX MepPONPHATHH 110 pe3ynbTaTaM ayauTa Hb;

npefocTaBaeHUe TpebyeMbIX MOKYMEHTOB M HMH(OpPMAlMH IS NPOBENEHHS HJAECHTUGUKAMH
u oneHkH puckoB Ub;

cofieficTsye B paccieA0BaHHM HHIHIEHTOB HH)OPMAIHOHHOHA 0€30M1acHOCTH.




2.4. Tonmpasaenenne-kyparop ObmecTsa, OTBETCTBEHHOE 32 3AK/MI0EHHAE [0rOBOPA

PYKOBDQH‘[‘BHL noapasie/IEHUA-Kyparopa OTBETCTBEHHBIC MCIOMHUTENIHN N0 JOTOBOPY B paMKax

pcnonsenus Tpebopanmii PeriaMenTa HECYT OTBETCTBEHHOCTS 34:

° BIUTIOYEHME TOJNOXeHui o cobmoneHun TpebGoBanuit Pernmamenra W OTBETCTBEHHOCTH 32 HX
HapylieHne (B COOTBETCTBHH C MPUJIOXKEHHEM) BO BCE JIOFOBOPBI, AOMOIHHTELHEIC COMTAICHHS
¥ WHBlE  JIOKYMEHTBI, YCTAHABJIMBAIOIME KOMMEPHYCCKME OTHOLICHHS  CTOPOH,  €CIH
B3aUMOJIEHCTBHE CTOPOH Tpeamonaraer nonydense goctyna k UT-nadpacTpykrype O6mectsa
B KakoM-Tu60 BuAe (NpHOBITHE TpeACTABHTENsT KOHTparesTa Ha OOBEKT ObiecTea
JUISt IPOBEIEHHMs PaboT, MOTy9eHHE YAAIEHHOTO IOCTYIa | T. A1.).

2.5. OTBeTcTBeHHOCTH 32 HeHcnoaHeHnue PernaMenTa

Hapymenue KoHTpareHTOM TpeboBanuii PernameHTa MOXeET OBITH BLIPAXEHO Kak B (opme
efcTBHs, TAaK 1 Oe3eHCTBUS.

Hapymen#e MM HEBBUIONHEHHE KOHTpareHToM TpeboBaHHid Pernmamenra sABIAETCA
HeHAUTEKAIMM MCIOMHEHHEM JOTOBOPHEIX 00S3aTENECTB M BJIEYET 32 COOOH IIOCTENCTBUA B BHAC

NpHMEHEHUs K KOHTPAreHTy CaHKIHUiL, 8 HMEHHO!

o npefocTepesenns (TpeGOBaHHS TNPEKPATHTh HApyWEHHE IONOKECHHH PermaMenra B CpOK,
yxa3auusiii Ob11ecTBOM);

o mrtpapa B pasmepe 200000 (asectu Thicsy) pyOsmei 3a KaimwlH dakT HapyleHHs HIH
HEBBIIOJNIHEHNs TpeOoBanui PernamenTa;

® PacTOp)KeHHsI JOTOBOpA.

B ciyuae HEBBITONHEHHS TpeOOBaHMH MpeNOCTEpekeHNs (HE YCTPaHCHHA BBUIBJIEHHOTO
HapyIIeHHs) B YKa3aHHLIA CPOK, B Cilyd4ae BBIIBJICHHSA MOBTOPHOTO HapyLUCHHA TpeboBaHuii
PerjiaMenTa, a TAKXe B CIyyae, KOrja yuepl, BEI3BaHHBIA IaHHBIM COOBITHEM, MPEBBICHI OIIUH
Muwutaon py6neii, O6immecTso Blpase B OJHOCTOPOHHEM BHECYHeOHOM IOPANKE OTKA3aTHCA
OT HCTIONHEHNA JOTOBOpA, 3AKMOYEHHOTO C KOHTPAreHTOM, H MNOTpeboBaTH KOMIMEHCALMH
BBI3BAHHBIX TpeKpauleHHeM xoroBopa yObiTkoB. Jlorosop Oyaer CYHTATBCA NpPEKpalleHHLIM
¢ MOMeHTa Harpapienus O6EeCTBOM B afipec KOHTPareHTa yBejoMieHus 00 oTkase 0T JOroBopa;
° 3anpeTa NaibHeHIMX KOMMEpPYECKHX oTHOIeHuH ¢ OBIecTBOM (BHECEHHE B (IEPHBIH CITHCOKY).
Bu/1 NpEMEHAEMBIX CRHKIMA B K2KIOM CIIyYae ONpeAe/sieTCs Ha OCHOBAHHH PELICHHS O6wectra
H B COOTBETCTBHH C TIOJIOKEHHUAMH [JOrOBOPOB, HOMOJHHTENIBHBIX COINAIIEHMH M HHBIX OKYMEHTOB,
pernaMeHTHpPYIOIMX OTHOIIEHHS KoHTparenTa n ObmecTsa.
B cnyuae BBIBICHHS (aKTa HapyIIeHHs MM HEBBINOJHEHUS TpeboBaHMH PernamenTa
corpynauxamu YUB cocTaBnfercs akT, B KOTOPOM QUKCUPYIOTCA:

o [aTa i BpeMs HapyIIeHHU;
o ONMCAaHUE BELIBICHHOTO COOBITHS;
B HOMEpA NyHKTOB PernaMenTa, KOTOpbIe 65U HApYIUEHE! HIIH HE BBITONHEHEL;

A1, JOTTYCTHBIIEE HapyIIeHHe WIIH HeBBITTONHEHHE PernamenTa;
CPOK YCTpaHEHHS BBIABJICHHOIO HapYLIEHHUS;
nocneacTsus (yuepl), BEI3BaHHbIE JAHHBIM COOBITHEM;
CaHKIMsA, KOTOpas MOMMIEKHT IMPHMEHEHHIO K KOHTPareHTy.
DK3eMIUIAPHl AKTa HANpAB/MIOTCS KOHTPareHTy M PYKOBOAMTENIO MOApa3JieNieHHsA-KypaTopa,
O6IecTBOM INPHHUMAETCs pelleHHe O XapakTepe (BHAE) CaHKUMH B OTHOIICHWM KOHTPAareHTa,
JIONYCTHBILIErO HAPYIICHHUE WIH HeBbIMoNHeHue PernamenTa.

KouTtpareHT 0053aH B CPOK, YKa3aHHBIH B aKTe, yCTPAHUTH BBLABICHHBIC HAPYIICHHS ¥ HallpaBHTh
B agpec O6mecTsa oTBeT 06 ycTpaHeHMM HapymieHms. Hapymienne KOHTpareHTOM TpeGOBaHHME aKTa
BYACTH CpOKA YCTPAHEHHS HApyLICHHs SBISETCS OCHOBAHMEM [UI MPUMEHEHHS APYTHX CAHKIHH

B COOTBETCTBMH ¢ PeriiaMmeHToM.
B ciydae npuMeHeHHs WTpadHbIX CAHKIHMH CPOK OILIAThl COCTABILICT 10 pabounx auei ¢ momenTa

NOJy4eHHs KOHTPareHTOM aKTa O BBISBIEHHOM HapyIICHWH. B ciy4ae OTCYTCTBHA OILIATEI wTpada



O6mecTB0 OCTaBAsfeT 3a cobOJ IpaBO B OMHOCTOPOHHEM IIOpSAKE YHepkaTb CyMMy wTpada
[pH BBINONHEHHH OILIATHI 10 JOTOBOPY.

3.1.2.

W e o o @

3.14.

3.1:5.

3.2.

OCHOBHBIE TPEBOBAHNS HH®OPMALMOHHON BE3OIIACHOCTH
TpeGopanus K ynpaBieHHIO YeTHBIMH 3aNHMCAMH N0bL30BATE/ICH

Kakzplii 10Nb30BaTENb JAOMKEH HMETh OJAMH YHHKAIbHBIA HMAeHTHOUKATOp (JIOTHH), KOTODBIH
HCTIOJNB3YETCH MM Ul JOCTYNa K WH)OPMAMOHHBIM aKTHBaM. Y4YeTHas 3amuch NONB30BaTeILd,
co3maBaeMas. s pabOTBl KOHTPareHTOB, AOJDKHA HMMETh OIPaHHYEHHBIH CPOK JCHCTBHA,
cornacyemsiii YUB.

[IpenocTaBieHue JOCTyNa KOHTPAareHTOB K HHGOpMalMOHHBM akTuBam OOmiecTBa JIOIDKHO
BBIIOJHATHCS Ha OCHOBAHMH 3alpoca pyKOBOZMTEIS OpraHM3al(iy IOC/e COracoBaHMs 3amnpoca
pykosozcteoM YHB. B paHHOM 3ampoce KOHTpareHT 00si3aH Mepeiarh CIeAYIOUHe CBEICHHA
0 paboTHHKAX, Ul KOTOPBIX 3alIPAIIHBACTCSA NOCTYIL:

®N.0.;

JOIDKHOCTB;

ajipec NEKTPOHHOH MOYTEI,

KOHTAKTHEI! HOMeEp TenedoHa;

onHucaHue NODKHOCTHHIX 06s3anHOCTEH / 060cHOBaHHE HEOOXOMMMOCTH AOCTYIA.

Heo6x0mMMMBIM YCTIOBHEM JUIS COTJIACOBAHKA AOCTYNa K MH(OpMauuoHHbM akTHBaM ObmiecTsa
SABJISETCS IpeABApUTe/NBHOE IoanHcaHHe KoHTpareHToM CorjamieHHss © HepasIrialieHuH
koHnduaenuuansHoi uadopmanuu (NDA) no dopme ObmecTBa, a TakKe cornacue cobioaarh
TpeboBanns Hacrosero PernaMenTa u HECTH OTBETCTBEHHOCTD B CIIyYae HapyUICHHUs MOJIOKEHHH
Pernamenra.

Paborta mons3osateneil ¢ cucremamu JIBC pomkHa NMpoH3BOOWTECA TONBKO € MCHOJIb30BaHHEM
JIOMEHHBIX YUYETHBIX 3anmuceii. VICKmoYeHHeM SBIAIOTCS CEPBHCHI, II€ UCIOIb30BAHNE JOMEHHBIX
YYETHBIX 3alHCeHl TEXHHYECKH HEBO3MOXHO. 3alpeInaercs MCIoIb30BaHHe JIOKANBHBIX YYCTHBIX
sanmcell Monb3oBaTelNiel, 33 MCKTOYEHHEM CIydaeB [MpoBeleHHs paboT 10 HacTpolike
AIIM yCTpaHeHHIo Henosaaok B pabote I10.

Kaxaei#t none3obaTens 06513aH OCYIIECTBIIATh AOCTYN K MHbOpManuoHHbIM akTuBam OOmecTBa
TOJNBKO C UCMONL30BaHHEM NTHYHOH yueTHOH 3anucu. [lepefaya gocTyna K cBoeH y4eTHOH 3aMHCH
JpYTUM JIULIaM CTPOro 3anpenieHa.

B ofmeM ciy4ae HCIOJB30BAaHME IIpaB JOKANBHOIO aJMHHHCTpaTopa MNpeACTaBUTENAMH
KOHTpareHTos 3anpeinedo. IIpaBa nokamTbHOro agMHHHUCTPATOpa MOTYT OBITH BBIIaHBI Y4ETHOMH
3aIMCH I0JIb30BATE/IA B C/Ty4ae HANWYIAA POM3BOACTBCHHOM HEODOXOAMMOCTH H IO COTJIaCOBAHHIO
c YUb.

Mcnons30BaHME «TOCTEBBIX) YUETHBIX 3aMAceH (yUeTHBIX 3amuceii 6e3 nmapous) ms goctyna k UT-
HH(PaCTPyKType He J0ITycKaeTcs.

JlocTynm KO BCEM pecypcaM H CepBHCAM NPEAOCTAaBIAETCS B COOTBETCTBHH C IPHHLIHIIOM
MUHHMAILHOH HeoOXOAUMMOCTH.

3anpemaercss CaMOCTOSATENbHOE MOBBIIEHHE IMPHBHICIHA, @ TalOKe HHbIE METOIbI
HECAaHKLIMOHAPOBAHHOI0 PacIIMPEHHS JOCTYNOB YIETHOM 3anrCH.

VueTHas 3amKMCh MOTH30BaTeNs OUICKHAT OTKIIOYEHHIO B CIEAYIOMMX CIIydasx:

HanW4He npusHakos uHuuAeHTa VB, 3arparusaromux nojas308aTens;

OTCYTCTBHE BX0K0B B cepBrcsl UT-undpacTpykTypst ObImecTsa 3a nociaeanue 2 Mecsua;
yBeOMIIEHHE KOHTpareHTa o IpeKpallieHHH JIOCTYIIa €ro IIPEACTABHTENIO;

3aBepiieHHe paboT Mo NpoexTy, Al KOTOPOro BELIABAJICS JHOCTYIL.

TpeGosannsa k napoanHol 3amuTe
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3.3.

ITepBonauanbHELi Napoiib K y4eTHOH 3anucu renepupyercs pabortuukamu YHT u nmepenaercs
konTparenty mo CMC, B 3alMINEHHBIX MECCEHKEPaX, TOIOCOBOH CBA3BIO NHOO MpH JHIHOMH
BCTpeue. 3ampemiaeTcs nepefada mapojiell MO 3MEKTPOHHOW IIOYTE HIIH 4YEpe3 TPEThHX JIML.
TTons30BaTeNs 06S3aH CMEHHTH IOJNYYEHHBIH NMapoJib NPy NEpBOM BXoxe B cucTeMy. Ilaponsb K
Y4eTHOH 3aMHCH MONB30BATENS AOIDKEH Y/I0BIETBOPATH ClEAyOMUM TPeOOBaHUAM:

JUIHHA He MeHee 12 CHMBOJIOB;

JIOJDKEH COZIEpIKaTh 3aryiaBHbIe M CTPOYHBIE OYKBEI, HU(PBIL, & TAIOKE CITCLHATBHBIE CHMBOJIBL:
((@#8% N&*()-_+=~[1{}|\:;'"<>,.2/);

He JODKEH COBMAajaTh CO CJIOBAPHBIMH CIOBaMH, a TakXXe COJAEPKaTh JIM4YHbE JaHHEIE
[OJIB30BaTE/, KOTOPEIE 651 MO3BOJIM BEMHCIHTE 3HAYEHHE I1aPOJIs, HallpHMep:

5] ®. 1. O., Homepa TeneOHOB, NaMATHBIE AATH (AHH POXKACHHA H T. 11.);
o] TIOCIIEI0BATEBHO PACIIONOKEHHBIE Ha KIaBHaType cuMBonbI («12345678», «QWERTY),
UT. 0);

o} obmenpunareie TepMunbl ¥ cokpawenus («(USER», «TEST», «<ADMIN» u T. 11.);

NapoJjb He JOJDKEH COBIAAaTh C MOCNE0BATENbHOCTAMEI CHMBOJIOB, HCIIOJIb30BAHHBIX B KA4ECTBE
10 mpezsIAyIIEX Maposeil Moap30BaTeN K JOMECHHON YYETHOH 3aIHCH;

napojb X JOMEHHOH YYeTHOH 3alMCH He MO/DKEH COBMAJaTh C NapoJIsiMH, HCIOJNb3YyeMbIMH
TIOJIB30BATENEM JUIA IOCTYTA K APYrHM cucTeMam (Hanpumep, gomaurauit ViaTeprer, 6ecrinatHasn
3NeKTPOHHAsA 1104Ta, OPYMBI U T. I1.).

Cwmena naposeii JoJDKHa IPOU3BOAKTECS HE peXke oaHOro pasa B 90 nueid.

B cnyuae BBOoja HempasmibHoro mapoins 10 pas noapsi ydyerHas 3amuch II0JIb30BaTens
GnoKHpyeTcs 0 pacCMOTpPEHHst IpHIKH GokupoBku pabotHuxamu Y Ub.

[Tonp3oBaTtensm 3anpeLiaeTcs nepegadya mapoied OT CBOMX YYETHBIX 3alMCed TPETHUM JIHL[aM
B KakoM-Tu60 BHJE.

3anpeinaeTcs XpaHuTh Naposiy (CepTHUKATHI, KIIFOYH JOCTYNA M T. [.) Ha OyMaXKHBIX HOCHTEIUIX
¥ Ha 3JIEKTPOHHEIX HOCHTENSIX B OTKPHITOM BHJE, T. €. 63 UCIIOIBE30BaHuUs CPEJICTB IHPOBAHHA,
B YaCTHOCTH, 3aNpelleH0 XpaHeHHe Maponel B TEKCTOBBIX (aiinax H JOKyMEHTaXx.

3anpelaercs nepeaaBaTs Napoiy (CepTHOHKATHI, KITIOYH IOCTYIA U T. [.) B OTKPBITOM BHIE, T. €.
0e3 HCHONB30BaHMs CPEACTB HMM(pOBaHKS, B 9aCTHOCTH, CTPOro 3ampelieHa nepefaya naposei
B TEKCTE COOOIMECHHM 3NEeKTPOHHON NOYTHL

B ciydae wucnoss3oBanua IO wunm obopynoBaHHs, KOTOPOE IOCTAaBISETCS BMECTE
CO CTAHIAPTHBIMU [APOJISIMHU, 3aJaHHBIMHM NPOU3BOIXMUTENEM, YIIOJHOMOYEHHEIE MPEICTABUTENH
KOHTparedTa H3MEHSIOT TaKWe Mapojiid Ha CIydaiHO CreHepUpOBAHHBIE H YHNOBIETBOPSIOLIME
tpebosanusam UB, nocie yero coobLIaOT napois yroagoMoueHHsM pabotaukam YUT.
PexoMeHayeTcs XpaHHTh Napond B cenuanasuposanHoM [10 (MeHemkepax mapoieit), Hanpumep,
KeePass.

3amperaercst HCIOJb30BaTH MApo/d B aHKETHBIX OMpOCax, HaMeKkaTh Ha (opMaT Napoliei,
Ha3HIBATE WX B MPHUCYTCTBHM MMOCTOPOHHHX JIHI, OTBEYaTh Ha JOOBIE 3alpOCEl B OTHOLUIEHHH
HapoJsieil, a Takke BBOAKUTH MAPOJIH OT CIIY)KeOHBIX YYETHBIX 3anMCell Ha KakuX-ITHO0 CTOPOHHUX
pecypcax.

[Tonp3oBaTensaM 3alpeiacTcs YCTaHABIMBATh U UCIIO/IB30BaTh OJMHAKOBLIE Mapod JUid A0oCTyna
K pasnuyeeM HHGOpMaHOHHEIM aKkTHBaMm O6mecTBa, 3a HCKIIOYEHHEM CIYYaeB MCHO/Ib30BaHUA
enuHOH (IOoMeHHOit) yyeTHOH 3alucH.

JUnst CHUMYKEHHS PUCKOB BO3HMKHOBeHMs nunuaenTos Ub none3osarenu oba3ausl:

B Clly4ae MOMO3PEHHs Ha TO, YTO Mapoik OT YYETHOH 3alMCH CTal H3BECTEH TPETHUM JIHIaM,
He3aMeUTATENHHOM IIOMEHSTH MTapoJib H COOOINATE 0 BO3MOKHOM (haKkTe KOMIIPOMETANH YIETHOH
sanucu B YUB, a Takke cBoeMy HENOCPEACTBCHHOMY PYKOBOQHTEIIO;

B Clyuyae TMOMy4eHHss OT Koro-nubo mpockbsl COOGIMMTE Mapojs OT YYETHOH 3amuCH
He3aMeTHTENBHO co00ImuTh 0 cnydusmemcs B YUD;

He3aMeUTHTENEHO MEHSTh N1apoJik K CBOEH y4eTHO# 3anucH mo tpebosanuto YHUB.

TpeGoBaHHus 10 HCNO/IL30BAHHIO TEXHOJIOTHI YAAJIEHHOI0 A0CTYNA
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3.5

VianeHHplt JOCTYN TpPEefOCTaBiseTcs KOHTpPAareHTaM Ha OCHOBAaHMH 3ampoca pPYKOBOAHTENS
OpraHMsallMM MOCJe COTNIacoBaHMS 3ampoca pykosoacTeom YHb. 3ampoc nojkeH coiepikarhb
o6ocHOBaHHE HEOOXOAMMOCTH YAAICHHOTO JOCTYTA A KaXKIOIrO MOJ530BATENs.

Bee ynanennsie noaxmovenus Kk JIBC O6uiecTBa A0/MKHBI OCYIIECTBATECS C HCIONL30BAHHEM
texuonoruu VPN, pocrymmsix mnpotokosnioB IPSec, L2TP over IPSec mam SSL. Jlomwkna
obecneunBaThes ABYX(dakTOpHas ayTeHTH(HKALMS IMOJIb30BaTeNed NpH YIAIEHHOM JOCTyme
K JIBC ¢ ucrions3oBanmeM 3aluIEHHLIX IPOTOKOJIOB ABTOPH3ALIHH.

VianeHHsld [OOCTYNm IPEAOCTABNAETCA IIONB30BATENAM B COOTBETCTBHM C [PHHUMIOM
MHHHMAaJIBLHOH HEOOXOIMMOCTH.

[Ipy npegoCTaBNEHMH YHANECHHOTO MHOCTyma Mg KaXHIOro IIONB30BaTeNls HIH IPYNIEL
nonp30BaTeNneil JoJKHAa OBITH HACTPOEHA IOJIMTHKA 0e30NacHOCTH, ONpEENIomas MNepedcHb
aktuBoB O61IecTBa, K KOTOPBIM NPEIOCTaBIIAIOTCA JOCTYII, U paBa A0CTyIma.

Bce yctpoiicTBa, HCIONMb3yeMbIe JUIA YAAICHHOrO AOCTYIA, JOJDKHBI MMETh CPECTBA 3alHTSL,
BKJIIOYAIOIIME AHTUBHPYCHBIE pEINCHHs, MEXCETeBble OJKpaHBI, CHCTEMBl OOHapyXeHH:
BTOP’KEHHIA, a TAKOKE CPEICTBA KOHTPOJIA IPHIOKEHHH H YCTPOHCTB.

3anpemaeTcs nepefaBaTh YIpaBileHHe YAATeHHbIM COeJHUHEHHEM TPETHHM JIMUAM.

Vnanennoe yrpasienue pabo4dMu CTaHUMAME K cepBepaMu, Haxozsuamucs B JIBC O6mecTsa,
OCYWIECTBAETCA PH moMotuH nporokona RDP # cooTBETCTBYIOIKMX YTHIIHT, BXOASALIHX B COCTAB
onepanuoHHoi cucremsl Microsoft Windows. [lna Unix-mogo6HeIX cHcTeM 00A3aTenbHO
Hcrone3osanue mporoxkona SSH ¢ aBTopu3auueit o cepTuduKaTy.

Ctporo 3ampeinaeTcs HCHOJB30BAHHE CTOPOHHHX YTHJIMT YIAQIEHHOrO aaMHUHHUCTPHPOBAHUS
(RAT), rtakux kak TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin u T. I
UcknrodyeHneM sBIAIOTCA CIIydaW, KOrZa HMCMONB30BaHHE TaKHX YTH/IHT COIJIAaCOBaHO
pyxoBoacteom YHB.

[Ipy ynanseHHOM YOpaBIeHHH cucremamu, Bxomamumu B JIBC OOmecrsa, 3anpemieHo
Konupopanue HH(HOPMAIMY Ha IHYHEIE YCTPOHCTBA.

TpebGoBauus mo pusuyeckoii GezonacHocTH NomewmeHuii 00padorku uudopmauu

B cnyyae HeoOGX0AMMOCTH TOJIydYeHHUs JOCTyna B moMemeHus o6paboTku nHdopManmy (LeHTPHI
00pabOTKH JaHHBIX, KPOCCOBBIE H T. I1.) PEACTaBHUTE/IAM KOHTPAareHTa pyKoBOJAUTEb OpPraHU3aliui
JoJuKeH 3apaHee (He MeHee deM 3a 3 pabouux s K0 IVITAHKPYEMOii NaThl Hayana paboT) HalpaBHTh
B O61mecTBO MUCEMO, B KOTOPOM YKa3aTh:

nepeyYeHb OMEIIEHHI, B KOTOPbIE HeOOXOUM AOCTYII, a TAK)Ke COCTAB MPOBOAHMBIX paboT;

JaTy H Bpems Hayana pabort, a TaiKe HX MPOJ0JDKMTENBHOCTD;

COHMCOK JIHML, KOTOpeIM Tpebyercs jgoctyn B mnomemenus: ©.M.O., nmacnopTHele HaHHEIE,
JOJDKHOCTH, a[peca 3/IeKTPOHHOMN [MOYTHL U KOHTaKTHBIE HoMepa Tenedonos;

CIIMCOK TEXHHKH, BHOCHMMOW Ha TeppuTopHio OOmecrsa: MapKa, MOJEJb, CEpHHHBIH
H HHBEHTApHBIA HOMEP.

Hoctyn B nomeluerus obpabotku uHbOpMauuu [omKeH OBITH cornacoBaH pykoBojacTBom YHb
H OCYIIECTBIATHCS B COMPOBOMACHAN COTPYAHUKOB CMyXOB! OXpaHBI.

Vcnons3opanue ¢oTo-, BUAEO-, ayAHO- H HHOH 3amMChIBalomIeH TeXHHKH (Hanpumep, ¢oro-,
BH/ICOKAMEDP, BCTPOGHHBIX B MOOMibHBIC TenedoHsl) mpH pabore B moMemeHHAX 00paboTiu
uHopmanun 6e3 paspemenns YD 3anpermeno.

TpeGopanus no ucnoaszoBanuio UT-uudpactpykrypst O6mectsa

[Ipu pabore ¢ cerbio MHTepHeT M3 cereit ObmecTBa KOHTpareHTaM 3alpellieHO CKa4YHBaTh
M yCTaHaBNMBaTh IporpaMmHoe obecnedyenue Ha paboume craHmuM M cepsBepsl OOmecTra
6e3 cornacosanus ¢ YUB.

[Ipu pabore ¢ ceTeio MHTEPHET C MCNONb30BaHHeM akTUBOB OO1ecTBa KOHTpareHTaM 3anpereHo
mocemats BeG-pecypcrl, He UMEIOLIHe HeOCPeCTBEHHO0 OTHOIINEHHS K paboTe. JlesTeIsHOCTh

KOHTpareHTOB NMpH pabote B cetd MHTepHET MOXET KOHTPOJIMPOBATHCH, MPOTOKOIHPOBATHCH

10
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¥ NEpHONHMYECKH TIPOBEPATECS  YMONHOMOYeHHbIMM paGotuukamu YHWB. Hcnonssosanue
uH(opManKOHHbX pecypcoB ObuiecTBa KOHTPareHTOM O3HAa4aeT COrlacue ¢ TEM, 4TO 3a ero
JIeSTe/IBHOCTHEO OCYLIECTBIIAETCH KOHTPOJIB.

Ipu pa6oTe ¢ ceTbio MHTEpHET C HCII0IB30BaHHEM aKTHBOB OGLIECTBa KOHTPAreHTaM 3alperieHo
MepechUIaTh H/1IM pa3MellaTh Ha BHENTHUX pecypcax (My6nuIHbIX (aiIoBEIX CEpBEepax, tdopymax
U 1. 1.) KoHbuaeHuuanbayio unpopmanuio Ob1ecTsa, B YaCTHOCTH, CBEJIEHMS, COCTABIIIIOMHE
KOMMEpYECKYIO TaiiHy, TlepcOHaNbHBIE IaHHbIe, XpaHUMbIe H obpabarsiBacMble B JIBC, a Taike
KOHTaKTHEIE faHHEbIe paboTHHKOB OOIIECTRA.

Ilpu paboTe ¢ ceThio VIHTepHET KOHTpareHTaM 3alpelleHO MCHONB30BAHME COLMANbHBIX CETCH,
CUCTEM MTHOBEHHOTO 06MeHa coobmenuamMu (MECCEHDKEPOB) | IPYTHX CPENCTB KOMMYHHUKALHH,
npUMeHeHHe KOTOPhIX He cornacopano ¢ Y Ub.

Ilpu pabore ¢ WUT-undpacTpyxtypoli OOmecTBa KOHTpareHTaMm 3alpelieHO HCIOIb30BaHHE
BEIYHCIUTENBHEIX pecypcoB OOmiecTBa B HEMsX TNOJNYYEHHs JIHYHOH MaTepHaIbHON BBIMOEI
HaIlpUMep, OCYLIECTBICHHE TOProBLIX OIepaliii, MaHHHHIa KPUNTOBAMIOT K T. 1.

JlomyckaeTcs MCOJB30BAHUE TOJNBKO MOMIIIIOYEHHS K ceTH MHTepHEeT, KOTOpoe MPeNoCTaBIAeTCs
cotpynaukamu YUT. 3ampemaercs HCIONb30BaHHEC CTOPOHHHX IPOrpamMMHO-ANNAPATHAIX
pelenuii IS I0CTyNa K BHELHAM ceTsaM, Hanpumep, 3G-moznemos, LTE-MozemoB H T. In.
Kourparentam 3anpemaetcsi camoctosTensHo (6e3 cormacosanus ¢ YUT u YUB) BHOCHTH
M3MEHEHHsS B CETeBble HACTPOHKH CepBepoB M pabouyMX CTaHIMHA, B YaCTHOCTH, H3MEHATh
HacTpoiiku [P-afpecoB U MapIIpyTH3aUKHH CETEBOro Tpaguka.

Ilpn pabore ¢ HWT-undpactpyktypoii OOmecTBa KOHTpareHTam 3alpellaeTcs pasMemarh
¥ [epe/IaBaTh yrpoKaroMyIo, KIEBETHHYECKYIO, HEIPACTORHYI0 HH(OpMauHIo, a TaKKe 100yI0
HHYIO HH(OPMAIMIO, HApYIIAIOMYI0 HOPMBI [NEHCTBYIOMIEr0 3aKOHOJATeNbCTBA POCCHACKOMH
®enepanuu. Taxke 3anpemaercss nocemars BeG-pecypcsl, COACpXAlHE yKa3aHHBIC THITbI
nHpopMaluH.

[Ipu nepenaye KOHQUACHIMANLHOK HEGOPMALUY (KOMMEPIECKOH TaiHbI, IIEPCOHANBHBIX JAHHBIX
H T. /I.) 4epe3 co0OIIeH s 3/IeKTPOHHOI ITOYTHI KOHTPareHTaM He0OX0MMO HCIIONB30BaTh CPEACTBA
mudpoBaHu.

3anperaeTcsa Iepeiada MOYTOBEIX BIIOXEHMUH, SBISIOIIMXCA HCHOIHAEMBIMHA (QailaMu, a TaKxKe
apXMBOB, COJIEP)KALIHX HCIIONHAeMBIE Qaiinkl. B yacTHOCTH, peds HAET 0 ¢aiiax ¢ paCuIHPEeHUAMH
.exe, dll, .sys, .scr, .pif, .js, .cmd, .bat, .psl u T. 1.

3anpermmacTcss yCTaHOBKA YCTapeBLIMX BEPCHH TMporpaMmHoro obecnedeHus, B OCOOEHHOCTH
sepcuit I1O, CHATBIX ¢ MOAAEPKKH INPOM3BOJMTENEM, B TOM 4HC/IE ONEPAUMHMOHHEIX CHCTEM.
VICKmOYeHne COCTABIAIOT ClydYad, KOorja ycraHoBka ompeaenéHHoii sepcun IIO Bri3Bana
IPOH3BOZICTBEHHON Heo6X0MMMOCTHIO U corylacoBana Y Mb.

TpeGoBauus 0o HCNOAL30BAHHIO CheMHBIX HOCHTEIEH H NOPTATHBHLIX YCTpoiicTR

Hcronb30BaHHe KOHTPAareHTAMH CHEMHBIX HOCHTENel HHOpMalHM, TakMX Kak (rom-Kaprsl,
cheMHbIE M BHEIIHHE jecTkue auckd, kaptel namstd (SD, CF, MemoryStick u xp.), CD/DVD-
R/W, MAarHHTOONTHYECKHX NUCKOB, MOAKIIOYAEMEIX BHEIUHHX YCTpOHCTB (HOyTOykoB, PDA,
cmaptdoHoB) U ap. npu pabore ¢ UT-undpactpykrypoit ObiecTsa JO/DKHO OBITH COITIACOBAHO
¢ YUB.

3anpemaeTcss KonMpoBaHWe KOHpuAeHUHaTbHOM uHbOpManuu (KOMMEPYECKOH — TaiHbl,
IepPCOHATBHBIX JaHHBIX H T. A.) O6IIecTBa Ha ChEMHBIE HOCHTEIH, IPUHANIEKALINE KOHTPArCHTY.
Bce HOCUTENH MH(GOPMALWH ¥ HOPTATUBHBIE YCTPOMCTBA, BHOCHMbIE KOHTPAreHTaMHu Ha 0OBEKTEI
O6mecTBa, KOJDKHBI OLITH YYTEHEI B CHELHANLHON KHUIE Y4€Ta, 8 HX BHOC OpraHH30BaH COTJIaCHO
npoleaype, OnUcanHoi B pasaene 3.4.

Bce nocuTenn uuGoOpMaNyy U HHEIE 3IEKTPOHHBIE YCTPOHCTBA, NoKmoYaeMsie K JIBC, ZomKHBI
6BITH MpOCKaBKpoBaHbl aHTHBHpYcHEM [10 Ha npegMer Hamadus BpemonocHoro I10.

Bce nopraTHBHEIE YCTPORCTBA, BHOCHMBIE KOHTpareHTamMu Ha 00beKkThl OOMecTBa, JOIDKHBI HMETh
ycTaHoBIeHHOE aHTHBUPYCHOE [TO ¢ aKTyansHBIMH BEPCUAMH aHTUBHPYCHBIX 0a3 U NPOrpaMMHBIX
MOJIyNeil.
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Ha Bce mopTaTHBHBIE YCTPOHCTBA, BHOCHMBIE KOHTpareHTaMH Ha 06beKTsl OOIIecTsa, NOMKHBL
GBITH YCTAHOBIEHK 0OHOBIEH s 6E30IaCHOCTH OIEpPAlHOHHBIX CHcTeM K npukiagHoro I10.

TpeGoBaHUA 10 HCHOJIB30BAHHIO 061aYHLIX CEPBHCOB

Ilns obmena uudopmauueid Mexny KoHTpareHTaMu M OOmECTBOM MOryT HCIOJIB30BATHCA
o6nmauynbie cepBuchl, Takme kax Xpamwmume NextCloud u mnatdopma Microsoft Project.
[MpeacrasuTensiM KOHTpareHTa MOTYT OBITE CO3/aHBI JIOKAIbHBIC YYETHBIC 3allMCH B CEpBHCE
NextCloud u npefocTaBieH JOCTYN K JUpeKTOpHsM paboTHukoB OOmiecTsa 10 COrNacoBaHHIO
¢ snanensuem gupexropun u YHB.

Jlns opraHMsalMH [0CTyNla KOHTpareHTa K 06JadHOMY CepBHCY pabOTHHK MOApasJe/CHHSA-
KypaTopa Ho/mkeH cdopmupoBarh 3asBKy B chcTeMy Service Desk ¢ ykasaHHeM cClelyIOIIHX
JIAHHEIX TIPeACTABUTENsI KOHTpareHTa:

@.1.0;

JIOJDKHOCTB;

azipec 3NMeKTPOHHOH MOYTHI;

KOHTAKTHEIH HoMep TenedoHa;

CHHCOK Nanok (AMpeKTOpPHii) HIH MPOEKTOB, K KOTOPHIM HEOOXOMHMM KOCTYII;

Tpe6GyeMblii ypoBEHb NpaB JOCTyNa (TOJLKO YTeHHe / YTEHHE U 3alHCh);

OmpcaHyue AOJDKHOCTHEIX 06s3aHHOCTEH / 060CHOBaHHE HEODXOAMMOCTH AOCTYTIA.

O6s3aTeNbHBIM ~ YCIIOBHEM JUIAL COIJIACOBAHUA JocTyna K oOnayHoMy CEpBHCY ABIACTCA
npeBapUTEIbHOE HOANMKMCaHHEe KOHTPAareHTOM COIJIAIISHHUS O HepasTiialleHHH KOH(HAeHIHATbHOH
nadopmanum (NDA) o popme ObmecTsa, a Takke cornacHe cobmogats TpeG0BaHUA HACTOALIETO
PernamMeHTa M HECTH OTBETCTBEHHOCTH B ClTyyae HapylleHMs (HEHCIIOIHEHUs) MOJNO0XKEHHH
Pernamenra.

Ipu paboTe ¢ o6nayHbIMK CEpBHCAMH 3allpelaeTcs pa3MeLleH e BPEAOHOCHOTO H MOTEHIHAIBHO
omacHoro ITO ¥ HHBIX MAaTEpPHAIOB, HAPYINAOIIKX JeiCTBYIOMEee 3aKOHOAATENBCTBO Poccuiickoi
Denepanum.

[lpa pabore ¢ oONayHBIMH CepBHCAMH 3alpellaeTcd pa3sMEIEHHE NEPCOHAILHBIX JaHHBIX
bU3HYECKUX JTHIL, @ TAK)KE MAaTEpHANIOB, COJePKAIIHX KOMMEPUECKYIO TalHy.

3anpcmac'rcsr HCIIOJIBE30BaHHE Oﬁﬂa'ﬂ'lblx CEPBHCOB A MEpPENAYH MATEPHATIOB JIHYHOI0 XapaKTtepa,
doto-, BumEO- MK uHOM HHGOPMaUKK, He OTHOCALIECA K AeaTenbHocTH OOmecTBa.

B uensx 3K0HOMHH AUCKOBOIO NMPOCTPAHCTBA MOJIB30BATEM TIPOBOAAT MEPECMOTP HHpOpMAIIHH,
HAXONAIUEHCS B WCHOONB3YEMBIX MMH [JUPEKTOpHsX OOJNa4HOro XpaHWIHINA, H YIAJIAT
HH(OPMAHIO, IOTEPABLIYIO CBOIO aKTYalIbHOCTH M YTPATHBIIYIO CBOIO IIEHHOCTE JIJIs BRIIOJTHEHUS
cnyxebHbIX 3a1a4. [TepecMOTp AOMKEH IPOBOJUTECS He peske YeM OJIMH pa3 B TOJl.
IlpencTaBuTeNsaM KOHTpAareHTa 3anpeliaeTcs Nepenasars (aiiibl, HOIyYeHHBIE Yepe3 obiadHbie
CEPBHCHI, JIHIaM, HE UMEIOIHM AOCTYNa K COOTBETCTBYIOIIEH AMPEKTODHH HJIH NMPOEKTY. Takike
3anpernaeTcs nepejavya ayTeHTUOUKAIHOHHBIX NaHHBIX K 00/1a9HOMY CEPBHCY TPETBHM JIHIaM.

B cnygae u3mMeHeHHS JOJDKHOCTHBIX 00S3aHHOCTEH MM YBOJIGHEHHS IPEICTaBUTENS KOHTpareHTa
ero y4érHas 3anuch B 0671a4HOM CepBHCe HezaMeUIUTENBbHO Onokupyercs.

TpeGoBanus Mo 3amMTe 0T BPEJOHOCHOI0 MPOrpaMMHOro obecnev4eHns

Bce cepsepnl B paboyne CTaHIMH KOHTpareHTa, C KOTOPBIX ocymecTBiaserca moctyn k MT-
undpacrpykrype Ob1ecTBa, Npou3BOAMTCS XpaHeHHe H oOpaborka nanHex O6mecTBa, a Takixe
HHBIE CHCTEMBI, 3a/eliCTBOBaHHBIC VIS BHINONHEHHS paboT mo JOroBOpHBIM 00f3aTensCTBaM
¢ ObmecTBOM, AO/DKHBI OBITE OCHAINEHB! aHTHBHPYCHBM [10.

JlonyckaeTcsi HCIONB30BAHUWE TOJBKO JIMIEH3WOHHBIX AaHTHBUPYCHBIX CpPEACTB, JIETHTHMHO
3aKYIUICHHBIX Y NOCTABIIHKOB TAKHX NPOrpaMMHBIX H NpPOrpaMMHO-aNNapaTHeX KOMILIEKCOB.
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3.93.

3.94.

3.10.

3.10.1.

3.10.2.

3.10.3.

3.104.

Awurusupycroe I10, ucronp3yeMoe KOHTPareHTOM, JODKHO BCerjia HMETh aKTYyallbHbIC BEPCHH
aHTHBHPYCHBIX 623 M IPOrpaMMHBIX MOJIyNeH. VCTAaHOBICHHBIE 3aUIHTHBIE PEIICHHs MOJDKHEI
noJyyarh 0OHOBIEHHS H3 JOCTOBEPHBIX HCTOYHHKOB HE PeXXE TPEX pas B JCHE.

3anpemaeTcs YACTHYHOE MM TIONHOE OTKIIOYeHHe anTHBHpYycHOro 1O (BBIKIOUCHHE MOYIICH,
OTKJIIOUEHHe 3allHTHI, 3aBeplIeHue paboThl MporpaMMel  T. J1.). Taxoke 3anpelnacTcs H3MEHSHHE
KoH(urypaiuu anTHBHpycHOro 110, NpHBOASINEE K CHIDKEHHIO YPOBHA OOECHCHCHHs
urdopMannonHol 6GesonacHocTH. HacTpoiikM aHTHBUPYCHBIX pELICHHH JODKHBEI BKIIOYATh
3IBPUCTUYECKHE M CUTHATYPHBIC METOIBI OOHAPYKEHHA, ABTOMATHYCCKOE JIEUCHUE 3apaeHHBIX
00BEKTOB, IPOTOKOMHPOBAHHE COOBITH.

He pexce OZHOro pasa B HENENO JO/DKHO IPOM3BOJMTECS aBTOMATHU3HPOBAHHOC aHTHBHPYCHOE
CKAaHUPOBAHHE BCEX CEpBEPOB M pab0ouuX CTAHUMH KOHTpareHTa.

IIpn ob6mapyxenun BpegoHocHoro ITO mmm apyrux mpusHakos wHummenra Vb Ha cucremax,
ucnonb3yemblx B pabore ¢ JIBC OGmectBa, a Takike XpaHAIMX W 0OpabaThIBAIOMUX JaHHBIE
O611ecTBa, KOHTpareHT 00513aH:

npouHpopmuposars YUB;

TIPEKPaTHTh UCIIOJB30BAHUE 3APAKEHHOM CHCTEMb! (OTKIIIOYHTE KOMIBIOTED OT CETH);
npouH(OPMHPOBATE HEMOCPECTBEHHOTO PYKOBOXMTEIA.

Tpe6oBanus K BoINoJAHeHHI0 paboT Ha ceTeBoii mappacTpykType ObmecrBa

Co3jgaHne HOBBIX CETEBBIX COEIMHEHHMH (MOMIIIFOYEHHH) MEXIY CErMEHTaMH CETH M YCTaHOBKA
ceteBoro obopynosanus 6e3 cornacosanus ¢ YUB 3anperena. MeToisl ceT€BOro B3anMOAEHCTBUA
¢ BHELIHMMH CETAMH JO/DKHEI GrITE coriiacoBaHbl ¢ YYD M oTpaxeHBl B MPOEKTHOH, a Takxke
B paboueil NOKyMEHTalHH.

Bce TenekoMMyHHKAIMOHHOE 000pyAOBaHHE MODKHO HAaXOAMTECS B BHIACIEHHBIX 3alIHINAEMBIX
NOMEINEHUSX WIM TeJEKOMMYHHKAIMOHHBIX Imkadax, oO0opynoBaHHBIX B COOTBETCTBUH
c TpeGoBanMaMH TI0 (u3myeckol GesonmacHocTd. Bee Hewcnonb3yemble HHTepOEHCHBIE IOPTHI
KOMMYHHKAIMOHHOr0 000pyIOBaHHS JO/DKHEI OBITh OTKIFOYCHBL.

Bce xabenu xabenbHOM CHCTEMBI MOJDKHBI GBITH MPOJIOKEHBI B KOpobax, (aabmmnonax/moTonKax
WA HHEIM CIIOCOO0M, HCKTIOYAFOIIAM HX BEIBOI HapyXKy. Bce KOMMYTallHOHHBIE MAHETH NOJDKHE]
OLITE pACIONOKEHbl B KOHTPOJMPYEMBIX 3alMINACMEIX TOMEIIEHMSX WIH 3aIHpaeMbIX
H OIIOMOHpPOBaHHBIX IKadax.

Ha KOMMYTAUHMOHHBIX NaHENsX MO/DKHA HAXOAMTHCA MapKHpOBKa Kabeneil B COOTBETCTBHU
¢ Texymel Tabmumeld nomOYeHHE W coeauHeHHH. TenexoMMyHMKanHOHHOE 00OpynoBaHHE
JODKHO GBITH TPOMApKHPOBAHO (HalpUMep, HAKIeHKaMH HA NEepe/lHel MaHeNn) TakuM 00pasom,
4TOOBI €r0 MOXHO OBLIO OJHO3HAYHO HACHTH(GUIHPOBATE, HANIPUMEp, 10 HHBEHTAPHOMY HOMEDY.

Tpe6osanua K 06paboTKe NepCOHATLHBIX AAHHbIX

[lepemaya (MOCTYN) IEPCOHANBHBIX JAHHBIX OCYIIECTBISETCA B TOPSJAKE, YCTAHOBICHHOM
BHYTpEHHUMH AoKymeHTamu O6ILecTBa, B COOTBETCTBHM € JEHCTBYIOUMM 3aKOHONATENBCTBOM,
pernaMeHTupyomuM 06paboTKy NepcoHaNbHBIX TaHHBIX.

JlocTyn K cHCTeMaM, COJACpKAIMHUM NEPCOHANbHEIC JaHHEBIE, IPEOCTABISAETCS 110 COrIacOBaHHIO
¢ pabOTHHKOM, OTBETCTBEHHBIM 32 JaHHYI0 cHctemy, H YHMB. 3anpoc pocryna ocymiecTsisieTcs
nyTéM HampaBleHHs 3asBKM 4epe3 cuctemy Service Desk mmm cmyxeOno 3anmucku B COJ]
DIRECTUM ot paborauka ObmecTsa, OTBETCTBEHHOI'O 33 B3aHMOJAEHCTBHE C KOHTPareHTOM.
JlocTynm K cucTeMaM, COJAEpKallliM MepcOoHaNbHBIE JAHHEBIE, NPEJOCTABIAETCH B COOTBETCTBHH
C MPHHUMIIOM MHMHHMAIBHEIX INpuUBHIEr#fi (OTCYTCTBHEM H30BITOYHOCTH IpaB JOCTyna)
IIpU HAJIMYHH MOTHBHpOBaHHOTro obocHoBaHua. OOOCHOBaHHE HOCTYNa JAO/DKHO BKIIOYATh
ONHCAHHUE MOCTABJIEHHOMN 3a/1a4H, €€ pPeryaspHOCTD, a TAKXKE NIPECIIEAYEMBIE IIEJTH.

3anpermaercs KOMHPOBaHUWE H3OBITOYHBIX IS PEIIEHHs BBIIONHAEMON 3a/1a4d MEPCOHANBHBIX
JIAaHHBIX B JTOKaJbHbIE XPAHUIHINA (HOCHTETH HHOOPMAIIHH).
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3.10.5. [Tocne oxoH4YaHus pabOTHl CO CKONUPOBAHHEIMH [EPCOHANBHBIMH  [AHHEIMK  (1M6O
TIpH NPHOCTaHOBKe paGOThl Ha JUIMTEIBHBIA CPOK) CKOMHPOBAHHBIE JAHHBLIC HOJDKHBI 6T
yialieHsl U3 JIOKANbHOT0 XPaHHIIHILA.

3.10.6. 3anpemaercss XpaseHue H 00paboTka IEPCOHANBHBIX NAHHBIX M3 CHCTEM, BXONALIMX B HT-
HHppacTpykTypy ObmecTsa, Ha CHCTEMEI, He NpUHajUTexKalye OOLIEeCTBY, B TOM YHCIC Ha IMYHEIC
HocuTenH HHGOpMalHy H 00auHble CEPBHCH], 33 HCKJIFOYEHHEM CITYYaeB, COrJIaCOBaHHBIX VUB,
KOT/Ia TAKHE CEPBUCE] COOTBETCTBYIOT TPEOOBAHHAM 3aKOHOMATEIBCTRA.

3.10.7. 3anpemaeTcs UMIOPT EPCOHATBHBIX JaHHBIX B IPyTHe cucteMsl 6e3 cornacosatus YU, a Taioke
BIaZeNbla akTHBA, B KOTOPOM XpaHsaTcs H 00pabaThIBarOTCs [JaHHEIE HA TEKYIIHH MOMCHT.

3.10.8. 3anpermaeTcs 370yIOTPEOIATE BO3MOXKHOCTEIO IOCTYIA K IEPCOHANBHEIM JaHHBIM U HCII0JIE30BATh
UX B JIMYHBIX HesaX. B cnygae obpanieHus TpeTbHX JIHIL ¢ TpockbaMu 0 JOCTYIE K NIEPCOHATBHEIM
JaHHBIM HeoOxoauMo npouHpopmuposats YUB.
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ITpunoxenne

k PernameHTy HCIONB30BaHHUA
HHGOPMAIMOHHBIX PECYPCOB
AO «OPMET»

OroBopka Jis BKIIOUeHHs B 10roBopsl AOQ «OPMET»!:

Ucnonautens’ o6s3an BIMONHATE TpebGoBaHus PeriiaMeHTa HCIONB30BaHHS HWH(OPMAIHOHHBIX
pecypcos AO «OPMET» (manee — PernaMeHT), pa3sMEmICHHOro Ha oQHIManbHOM caiTe 3akazquxa’:
https://www.or-met.ru. CTOpoHBI pyKOBOACTBYIOTCH peakuueil PernamenTa, neicTByrommieii Ha MOMEHT
3axsoueHus Jlorosopa / ZONOJHUTENBHOIO COIVIAICHHS K Ilorosopy™.

ITonmuckIBas HacTOSAIIME JOroBOp (cornamenne), McmonHuTeNb MOATBEPIKAAET, YTO O3HAKOMHIICS ©
tekctoM PernaMenTa MONHOCTHIO, NpHHEMaeTr Ha cebs obs3arenbcrBa, KOTOpHIE OTHOCATCA K
o0s3aresIbcTBaM KOHTpareHTa B cooTBeTcTBHM ¢ PernamentoM. Taioke MicnonHuTeNb MOATBEPIKAAET, YTO
COrjlaceH C YCNOBHAMH 00 OTBETCTBEHHOCTH, MpPENyCMOTPCHHBIMH PernaMeHToM, CYMTaeT HX
COpa3MepHBIMH ¥ HE HapyIUAIOIIMMH €0 IMPaBa H 3aKOHHbIE HHTEPECHL.

B cny4ae napymenus Wcnonuutenem ob6s3anHOCTeH, NpeyCMOTPEeHHBIX PernamenToM, 3aKa3yuk
BIpaBe MPUMEHUTH K MICTIONHUTENMO OTBETCTBEHHOCTD, YCTaHOBJIEHHYIO PernaMeHToM.

! Hactosiwan oroBopka o0s3areNbHa Ui BKIIIOYEHHS BO BCE NOTOBOPHI, @ TaKke B COMMAIUEHHA O KOHPUIEHLHANLHOCTH,
CTOpPOHOI KOTOPBIX ABNAETCA AKUMoHepHOE 06mecTBO « OPMETY. JloroBopel, cornalieH s, 3aKi04eHHEIE 10 Hayana NeicTBHA
PernamenTa, momikHbl ObITh AOMONHEHB! YKalaHHOH OroBOpxoH MOCPEACTBOM 3aKMIOYEHHA OTAENBHOr0 AOMONHHTENBHOrO
COTJIALIEHMA WK NpH 0DOPMIEHHH OUEPEAHOrO AOTIONHATENBHOTO COrJIALIEHUS K JOrOBOpY.
? HaumeHOBaHHE KOHTPAareHTa NPUBOIMTCA TAK, KaK YKa3aHO B IOTOBOpe (HCMOMHUTENL, NMOAPANYMK, MOCTABIIMK U T. 1.).
} Hanmenosauue OOLIECTBA MPUBONMTCA TAK, KAK YKa3aHO B IOroBOpe (3aKasyuk, noKymaTens U T. IL.).
4 Crnenyer ykaszars JIoroBop WM JOMOMHHTENbHOE cornauieHHe K J{OroBopy B 3aBHCHMMOCTH OT TOTO, B KakoH MOKYMEHT
BKJIOUEHA OroBOPKa.
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